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Security Is Driving
Network Enhancements

New security strategies are driving network enhancements
and upgrades to legacy architectures
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Risks and vulnerabilities
are only getting worse,
which is driving the
convergence of network
and security - and why
network planners must
take a proactive look at 2020 2021

their network strategy.
O Average Data Breach Cost @ Cost Per Breached Record

*5.72 million for financial institutions

Why Is Security Changing?

o of breach cost is 5
27 /O post-breach response 15 /O cloud misconfiguration

cost of detection, 1.76 Million

73% escalation, notification, 20% compromised average breach savings

lost business credentials W.'th Zero—jcrust
architecture in place

Secure Service Edge (SSE) Is The New Normal
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Disproportionate Impact On Financial Services

2nd 44% 2 Years High %

Financial services is Customer data is Highly regulated Financial services firms
2nd only to healthcare involved in 44% industries incur higher  have high percentage
for average breach cost of breaches portion of costs 2 years  of recors with PCI/PII

after a breach

How Does Network Technology Affect
Security Posture And SSE?

. Choosing network technology

e . Software-based orchestration offers
J\ (e (Ethernet, waves, dark fiber) t.hat more control over Zero-Trust,
F::W reduces east-west .da’.ca paths in C n containment, and analytics without
network can help limit the scope of sacrificing performance.

breaches versus mesh architectures
and internet.

Increasing number and complexity of

e . .
~— !De\/lce—.based architectures are applications and cloud services requires
* Jlo=" mcreasm.g.ly ta.rgeted for underlying connections, especially to
——— vulnerabilities in hardware.

branch offices, to be robust.

'2021 Cost of a Data Breach Report, Poneman Institute and IBM Security



